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Abstract

A new method for the design of robust fault reconstruction
filters is introduced in this paper. The method is based on
shaping the map from disturbance inputs to the fault es-
timation error through frequency weighting functions and
formulating the problem as a robust observer design where
the input-output error map is minimized by solving a set
of matrix inequalities. A numerical example consisting of
seven states, two input disturbances, four measured out-
puts and one fault is considered. Through this example,
it is shown that the frequency shaping renders far supe-
rior performance than existing conventional methods when
properly incorporated in the observer design problem.

1 Introduction

Fault detection and isolation (FDI) has been the subject of
extensive research for some time now, but especially since
early 1990s [6, 8, 2, 14, 7]. The interest in this line of re-
search stems from its practical application to a variety of
industries such as aerospace [3, 13], energy systems [4, 5],
and process control [12], to name a few. The main func-
tion of an FDI scheme is to detect a fault when it happens,
which may then be acted on in a variety of ways, such as
sending alarm signals, taking protection measures, or re-
configuring a running control scheme.

The most commonly used schemes are observer based [2],
where the measured inputs and outputs of the plant are fed
into a model of the plant and the discrepancy between the
plant and observer output is used to indicate the presence
of a fault. However, the observer is designed about a linear
model of the plant, which is not a perfect representation.
This discrepancy will usually be represented as some class
of disturbance within the linear model. The disturbance
could cause the FDI scheme to trigger a false alarm when
there are no faults, or even worse, mask the effect of a fault,
which may go undetected. Consequently an important area
of on-going research is the development of FDI schemes
which are robust to disturbances [6]. A powerful method to
tackle the robustness issue uses the Bounded Real Lemma
[15], which in turn uses Linear Matrix Inequalities (LMIs)
[1]. This method has been successfully applied by Tan et
al.[19, 20].

In this paper, we propose a further improvement to [20] by
introducing frequency shaping features in the design of the
observer. The frequency characteristics of the input distur-
bances are first determined. Then, these disturbances are
assumed to be the output of a filter (with the previously
mentioned frequency characteristics). The filter dynamics
are then augmented with the original system, and an ob-
server is designed for the augmented system. This is shown
to be quite effective in enhancing the design feasibility
and thus producing far superior results in fault detection
and identification. Furthermore, the proposed frequency-
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shaping approach is capable of detecting and reconstruct-
ing multiple simultaneous faults on line and in real time.
In this paper, the main ideas for improvement are demon-
strated for the case of sensor fault reconstruction as in [20].
However, they can be easily extended to other cases such
as actuator fault reconstruction [19].

To illustrate the salient features of the new approach, we
consider a 7th order aircraft model from [11]. We will
show that for this particular system, the frequency shaping
produces exact fault reconstruction while the alternatively
designed observer without frequency shaping fails to do so.

The notation in this paper is standard, where λ(Z) indi-
cates the eigenvalues of a square matrix Z.

2 Robust sensor fault reconstruction

Consider a system subject to sensor faults

ẋ = Ax + Bu + Qξ (1)
y = Cx + Ff (2)

where x ∈ R
n are the states, y ∈ R

p are the measured
outputs, u ∈ R

m are the inputs, and f ∈ R
q are the sen-

sor faults. The vector ξ ∈ R
h encapsulates the disturbance

present in the system, such as nonlinearities, unmodelled
dynamics and uncertainties. Assume without loss of gen-
erality that rank(C) = p, rank(F ) = q, n ≥ p > q. This
implies that some sensors are totally reliable [19], which
is a vital assumption in this paper and can be realized in
practice by introducing hardware redundancy on certain
sensors for example.

Let Tr ∈ R
p×p be an orthogonal matrix such that

TrF =

[

0
F2

]

, TrC =

[

C1

C2

]

(3)

where F2 ∈ R
q×q is nonsingular and C1, C2 are appropri-

ate general partitions. Scaling the measured output y by
Tr, and then partitioning appropriately yields

y1 = C1x (4)
y2 = C2x + F2f (5)

where y1 ∈ R
p−q. The output vector Try has now been

partitioned into reliable (y1) and potentially faulty (y2)
components. Consider an observer for the system (1) and
(4)

˙̂x = Aox̂ + Bu + Ly1 (6)

where Ao = A − LC1, x̂ ∈ R
n is an estimate of x, and

L ∈ R
n×(p−q) is chosen such that Ao is stable. Define a

(measurable) reconstruction for the sensor fault f as

f̂ = XTr(y − Cx̂) (7)

where
X =

[

Xo F−1
2

]

with Xo ∈ R
q×(p−q) being a design matrix. Define e :=

x − x̂ and ef := f̂ − f as the state estimation and fault

reconstruction errors respectively. Then combine (1), (4),
(6) and (7) to get

ė = Aoe + Qξ (8)
ef = XTrCe (9)

Equations (8) - (9) show that ξ is the excitation signal for
ef . The absence of disturbances (ξ = 0) results in e →

0, ef → 0 and f̂ → f . Hence, the objective now is to
minimize the effect of ξ on ef by choice of L and Xo.

From the Bounded Real Lemma, the H∞ norm from ξ to
ef will not exceed the positive scalar γ if there exists a
solution to P, L, Xo such that the following inequalities
can be satisfied





PAo + AT
o P PQ (XTrC)T

QT P −γI 0
XTrC 0 −γI



 < 0 (10)

P = P T > 0 (11)

This problem can be easily solved using software [9].
However, there needs to be a change of variables in (10)
as the inequalities must be affine in the variables. This can
be achieved by defining Y := PL. Then inequality (10)
can be re-expressed as





X1 PQ (XTrC)T

QT P −γI 0
XTrC 0 −γI



 < 0 (12)

where X1 = PA + AT P −Y C1 − (Y C1)
T . The problem

is now to minimize γ subject to inequalities (11) and (12).
Then the software will return values of P, Y, Xo such that
γ is minimized and L can be calculated as L = P−1Y .

The necessary and sufficient condition for the method in
this section to be feasible is that (A, C1) must be detectable
so that a matrix L can be calculated to make A − LC1

stable, in order to get a stable observer (6).

Define the operator T : ξ 7→ ef , which is represented by
the state-space system (8) - (9). In this section, the problem
has been conventionally formulated as :

minimize‖T‖H∞

In this paper, we extend this idea by introducing a fre-
quency shaping filter into the design, thus allowing the de-
sign to be optimized over specific frequency ranges. There-
fore, the new problem formulation is :

minimize‖TΩ‖H∞

where Ω is the shaping filter with standard state-space
matrices (AΩ, BΩ, CΩ, DΩ). We show that this exten-
sion results in a new LMI based problem, which when
solved yields a significantly superior fault reconstruction.
However, the matrices (AΩ, BΩ, CΩ, DΩ) must be known,
which in turn implies that the frequency characteristics of
ξ must be known. Otherwise, the method proposed in this
paper will not be applicable.
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3 Robust sensor fault reconstruction with frequency
weighting

Let ξ be the output of a frequency weighted filter for ζ ∈
R

h defined as

ż = AΩz + BΩζ (13)
ξ = CΩz + DΩζ (14)

where z ∈ R
k where k ≥ h, and AΩ is stable.

Substituting (13) into (1) yields

ẋ = Ax + Bu + QCΩz + QDΩζ (15)

Then combine (15), (13) and (2) to get the augmented
state-space system

˙̄x = Āx̄ + B̄u + Q̄ζ (16)
y = C̄x̄ + Ff (17)

where

x̄ =

[

x
z

]

, Ā =

[

A QCΩ

0 AΩ

]

, B̄ =

[

B
0

]

Q̄ =

[

QDΩ

BΩ

]

, C̄ =
[

C 0
]

It is obvious that (16) - (17) is now in the form of (1) -
(2). Therefore the same approach in Section 2 can be used
to reconstruct the fault f , and the Bounded Real Lemma
can be used to minimize the H∞ norm from ζ to the fault
reconstruction f̂ . In this way, ‖TΩ‖H∞

will be minimized.

Define the operator T2 : ζ 7→ ef . The transfer function
from ξ to ef is therefore Ω−1T2 where Ω : ζ 7→ ξ, which is
the filter characteristics of ξ. In the case of the unweighted
system, Ω is simply an identity matrix. However, for the
frequency weighted case, Ω is given by the system (13) -
(14). Hence, if the frequency content of the disturbance ξ
is known, then Ω (the matrices AΩ, BΩ, CΩ, DΩ) can be
chosen such that it has high singular values at those partic-
ular frequencies. Hence, the system from ξ to ef , (which is
Ω−1T2), will have low singular values at those frequencies.
This is the main contribution of this paper.

A =





















0 0 1.0000 0 0 0 0
0 −0.1540 −0.0042 1.5400 0 −0.7440 −0.0320
0 0.2490 −1.0000 −5.2000 0 0.3370 −1.1200

0.0386 −0.9960 −0.0003 −2.1170 0 0.0200 0
0 0.5000 0 0 −4.0000 0 0
0 0 0 0 0 −20.0000 0
0 0 0 0 0 0 −25.0000





















B =





















0 0
0 0
0 0
0 0
0 0

20 0
0 25





















C =









0 −0.1540 −0.0042 1.5400 0 −0.7440 −0.0320
0 0.2490 −1.0000 −5.2000 0 0.3370 −1.1200

1.0000 0 0 0 0 0 0
0 0 0 0 1.0000 0 0









3.1 Existence conditions

In Section 2, the necessary and sufficient condition for the
method in that section is that (A, C1) must be detectable.
To find the existence conditions for the method in Section
3, the matrices C̄ and F in (17) must firstly be put in the
form of (3). This can be done by pre-multiplying C̄ and F
by Tr. It is straightforward to see that

TrC̄ =

[

C̄1

C̄2

]

=

[

C1 0
C2 0

]

, TrF =

[

0
F2

]

(18)

Now (18) and (3) are in the same form. Therefore, the nec-
essary and sufficient condition for the method in Section 3
is that the pair (Ā, C̄1) be detectable.

From the Popov-Hautus-Rosenbrock rank test [16], the un-
observable modes of (Ā, C̄1) are given by the values of s
that make the following matrix pencil lose rank

P1(s) =

[

sI − Ā
C̄1

]

=





sI − A −QCΩ

0 sI − AΩ

C1 0





It is clear that P1(s) loses rank if and only if one of the
following matrix pencils lose rank

P2(s) =

[

sI − A
C1

]

, P3(s) = sI − AΩ

This shows that the unobservable modes of (Ā, C̄1) consist
of λ(AΩ) and the unobservable modes of (A, C1). How-
ever, AΩ is stable, hence it does not pose any problem
to the detectability of (Ā, C̄1). From the Popov-Hautus-
Rosenbrock rank test, the values of s that cause P2(s) to
lose rank are the unobservable modes of (A, C1). Hence,
the method in Section 3 is feasible, if and only if the pair
(A, C1) is detectable.

Therefore, the introduction of frequency weighting does
not change the existence conditions.
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4 Design example

The ideas in this paper will be illustrated with an example,
which is a 7th order aircraft model from [11]. The states
are bank angle (rad), yaw rate (rad/s), roll rate (rad/s),
sideslip angle (rad), washout filter state, rudder deflection
(rad) and aileron deflection (rad). The inputs are rudder
command (rad) and aileron command (rad). The outputs
are roll acceleration (rad/s2), yaw acceleration (rad/s2),
bank angle (rad) and washout filter state. The matrices
A, B, C in the notation of (1) - (2) are at the bottom of the
previous page.

It is assumed that the second sensor is faulty, and that the
disturbance ξ enters through the actuators. Hence the fol-
lowing matrices are chosen

F =









0
1
0
0









, Q = B

4.1 Observer design without frequency weighting

In designing the observer as in Section 2, besides requiring
the poles of the observer λ(A−LC1) to lie in the Left Half
Plane, they were also constrained to lie in the intersection
of the following regions on the complex plane

1. The right hand side of a vertical strip intersecting the
real axis at -500.

2. A cone centred at the origin, symmetrical about the
real axis with a half angle of 60o.

The first constraint will not allow λ(A − LC1) to lie to
far in the Left Half Plane. Failing to impose this con-
straint may cause L to be infinitely large and numerically
ill-conditioned. That constraint is implemented by the fol-
lowing inequality [10]

−X1 − 1000P < 0 (19)

The second constraint is imposed so that the system has ad-
equate damping and can be implemented by the following
inequality [10]

[ √
3

2 X1 − 1
2X2

1
2X2

√
3

2 X1

]

< 0 (20)

where X2 = PA − AT P − Y C1 + (Y C1)
T

Implementing the design method in Section 2 (Minimize γ
subject to (11),(12), (19) and (20)) yielded the following

L =





















6.8598 −0.0243 0.6483
2.2518 −0.0098 −0.7858
5.7412 −0.0254 −0.2116

−1.6588 0.0073 0.3109
0.5149 −0.0023 −0.0800

220.6818 −0.8949 −19.1527
−35.9037 0.2235 −3.3995





















Xo =
[

−13.9770 0.0619 −0.3783
]

4.2 Observer design with frequency weighting

In order to be able to design a frequency-shaping observer,
the frequency characteristics of the disturbance ξ needs to
be known. While this is normally the case in practice, for
this example we arbitrarily select the frequency range of ξ
to be less than 0.1 rad s−1. This resulted in

AΩ =

[

−0.1 0
0 −0.1

]

, BΩ =

[

1 0
0 1

]

CΩ =

[

0.99 0
0 0.99

]

, DΩ =

[

0.1 0
0 0.1

]

The frequency characteristics of Ω are shown in Figure 1.
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Figure 1: The frequency content of Ω

The observer was designed in the same was as the previous
section (i.e. with the same constraints applied to force the
poles to lie in the same regions), and the following observer
gains were obtained

L =





























9.8519 −0.0394 −6.7366
0.4378 −0.0019 −0.9956
0.3663 −0.0018 −0.3193

−0.1997 0.0009 0.2406
0.0836 −0.0004 −0.1075
0.8724 −0.0033 −1.2059
0.3260 −0.0009 −1.5689
0.7914 −0.0031 0.0755

−0.0592 0.0005 −0.8616





























Xo =
[

−1.1276 0.0053 1.0552
]

From the observer gains calculated in this section and the
previous one, the singular values of T can be obtained, and
they are shown in Figure 2.

It is clear that at the frequency of interest (lower than
0.1 rad s−1), the singular value of T is much lower for
the frequency weighted case, which is desirable.

4.3 Simulation results

In the simulations that follow, the system is subject to the
disturbances as in Figures 3 and 4. Then, a fault is ap-
plied to the second sensor as shown in Figure 5. Figure 6
shows the fault reconstruction using the observer designed
without frequency weighting (Section 4.1), and Figure 7
shows the fault reconstruction using the observer designed
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Figure 2: The singular values of T . Solid line is the one with
frequency weighting.

with frequency weighting (Section 4.2). It is obvious that
observer designed without frequency weighting produces
a fault reconstruction that is very badly affected by the dis-
turbance, where it is very unlike the original fault. Then,
the observer designed with frequency weighting produces
a reconstruction that is very much more like the original
fault. Figure 8 shows the fault reconstruction error for bet-
ter comparison, where ef is very much smaller for the ob-
server designed with frequency weighting.

0 10 20 30 40 50 60 70 80 90 100
−0.25

−0.2

−0.15

−0.1

−0.05

0

0.05

0.1

0.15

0.2

0.25

Figure 3: The first component of ξ.
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Figure 4: The second component of ξ.

Even though the ideas in this paper have been demon-
strated for the case of sensor fault reconstruction, it can be
easily extended to other cases where the fault is at the actu-
ators [19] or at both the actuators and sensors [18, 17] and
even for simultaneously occuring faults. The main idea is
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−0.3

−0.2

−0.1

0

0.1

0.2

0.3

0.4

Figure 5: The fault applied to the second sensor.
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Figure 6: The reconstruction of the fault using the observer de-
signed without frequency weighting.
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Figure 7: The reconstruction of the fault using the observer de-
signed with frequency weighting.

to let the disturbance be the output of a fictitious system
(as in (13) - (14) whose frequency characteristics represent
those of the disturbance; then combine the original system
with the fictitious system to form an augmented system,
then perform the optimization on the augmented system.
The result would be robustness at the frequency where the
disturbances are dominant.

5 Conclusion

This paper has presented an improvement to existing meth-
ods for robust fault reconstruction. The disturbance was
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Figure 8: The fault reconstruction error ef for both observers.
Solid line is the one with frequency weighting.

assumed to be the output of a fictitious system whose fre-
quency characteristics represent that of the disturbance.
Then the fictitious and original systems were combined to
form an augmented system. Following that, existing robust
optimization techniques can be applied to the augmented
system such that the fault reconstruction be made as robust
as possible to the disturbances. A 7th order aircraft model
validated the claims made in this paper, where the fault
reconstruction with frequency weighting was much better
than the reconstruction without frequency weighting.
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